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The Gujarat government, pioneer in using technology for better governance has taken initiatives that have enhanced the productivity and speed, is
better known for projects like GSWAN (Gujarat State Wide Area Network) connecting all computers in the state till the taluka level in india, has added

another feather to its cap by computerizing one of the revenue generating arm of the government, the commercial taxes department for Value Added
Tax.

VAT, is a multi-stage tax levied at each stage of the value addition chain, with a provision to allow input tax credit (ITC) on tax paid at an earlier stage,
which can be appropriated against the VAT liability on subsequent sale. VAT is intended to tax every stage of sale where some value is added to raw
materials, but taxpayers will receive credit for tax already paid on procurement stages. Thus, VAT will be without the problem of double taxation as

VAT Application

Tata Consultancy Services Limited (TCS) is the world-leading information technology consulting, services, and business process outsourcing
organization that envisioned and pioneered the adoption of the flexible global business practices that today enable companies to operate more
efficientlyand produce more value.

For computerizing the whole process of GVAT transactions securely with central management for 78 different locations of sales tax TCS was given the
responsibility forimplementation & functioning of database using Oracle.

WAN Connecivity Hardware Deployment

GSWAN - the largest IP based IT infrastructure network in Asia Pacific

connects 25 districts and 225 talukas through 12,000 nodes. GSWAN is er:‘ro ITechnoC:ogles s thle prowder olf tl)nfzgrléted blus:cness,
capable of voice, video and data transfer and is being replicated by the t:/c no_?gyhan | pr_oce_ss 0 ultlc;)nls ona g oba e.|(\j/erydp ?_t or.m.
other Indian states. The capacity network has been further strengthened. lpro fec nq ogles 'S. a globa .serwces provider de |ver|qg

technology-driven business solutions that meet the strategic
GVAT Oracle Applications has been developed by TCS and Wipro was objectives of 9ur| ;Ilents. W'p:) chosekBquark Systems
reponsible for delivering racks, Dell servers, Cisco Layer 2 Switch. GSWAN SecuraNET SentinelXS to protect the network.

was given the responsibility of establishing VLAN among 37 locations.

Bulwark systems was given the responsibility for delivering a robust &

secure solution for GVAT data.

All 37 main sales tax offices have racks installed consisting of Cisco Router, Layer 2 switches, patch panel with application & database server.

SecuraNET SentinelXS is attached with Layer 2 switch for controlling traffic & protecting Oracle database and application server. Database &
Application Server are connected to Layer 2 switch. V-LAN Network is used for connecting 37 different locations of sales taxin Gujarat.

» All 37 locations of sales tax offices in Gujarat needed to be connected with central server located at Ahmedabad. It required encrypted connectivity.
» Onlyrequired Ports for specific applications needs to be opened. Except thatall traffic should be blocked & forbidden.

» Remote Desktop Connectivity only from database serverto database server between 37 locations.

» No external unauthorized access to GSWAN network.

» Encrypted data transfer using tunnel between database to database servers & applicaton to application servers

» TnsPing (Oracle Net Connectivity) between all the 37 centers required.

» Encrypted Connectivity between Cisco PIX 5.x located at one Central location in Ahmedabad Sales Tax Office to all different 37 locations.
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SecuraNET Solutions
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were able to connect with Cisco PIX 5.x Firewall.
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» Oracle Applications & Servers (Database- | SH2

Application) installed at 37 location are able to B
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» GVAT Transactions being highly secured, all the SecuraNET

data transfer takes place through encrypted SentinelXs 1000
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» All GVAT Transaction are handled & administered - -
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from one Central location. Application Server Database Server
- -
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» SecuraNET SentinelXS remote connectivity Cee3d Application Server Database Server

feature helps technical team to check out Wireless Access Point

firewall functionality at each and every location * Above scenario at 37 locations connected with

without delay. Central Server located at Ahmedabad.

..... Encrypted Data Transfer
Through Tunnel
* All 37 location’s connectivity provided by
- Layer 2 Switch GSWAN ( Gujarat State Wide Area Network )
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