Defaults

Default IP Addresses

Ethernet Port IP Address Zone
1 192.168.0.1/255.255.255.0 LAN
3 61.17.211.110/255.255.255.0 WAN

Default Username & Password

Web admin console

Username admin

Password firewall

Package Contents

One SecuraNET EM appliance
One AC Power Cable
One SecuraNET EM Quick Start Guide

If any items from package are missing. Please contact as at
contact@bulwarks.com

Understanding the appliance

FRONT PANEL

usSB

Serial Port



mailto:contact@bulwarks.com

Serial Port — Use to serial cable connection
USB Port — Provides for future use
Ports 1,2,3,4 — Use the port to connect the appliance to the Ethernet network.

BACK PANEL

Connecting SecuraNET EM

Ethernet connection

1. Connect the SecuraNET EM Appliance’s ‘Port 1’ to a management
computer’s Ethernet interface.

Use a cross-over Ethernet cable to connect the devices directly or use
straight-through Ethernet cable to connect the devices through a hub or switch.

2. Change the IP address of the management computer to 192.168.0.2
and the subnet mask to 255.255.255.0.

From the management computer

1. Browse to https://192.168.0.1

2. Log on to the SecuraNET EM web admin console using default
Username ‘admin’ and Password ‘firewall’.

3. Click the configuration wizard button to lunch the configuration wizard.

SecuraNET | Management Console

EM UTM

Information

8 System Policy [ | Configuration Wizard | ]

i Hetuari Bolicy System Information

= Uptime 144

System Time wed May 16 10:35:01 MDT 2007
&y User Policy Host Mame bBulwarkl

Firewall Mersion SecuralET UTM

8 Bandwidth Policy

Prerequisite
Ethernet connection between management computer and SecuraNET EM.


https://192.168.0.1/

Configuring the SecuraNET EM Appliance

Form the configuration wizard you set the domain name, system name,
local IP address, local subnet mast, WAN IP address, WAN subnet mast, WAN
gateway IP address, DNS IP Address.

Configuration Wizard

Host Marme v bulwarkl
Diarmain Marne c192.168.0.81
Configure LAN Interface (PORT #1 of UTM)

IF Address v 192.168.0.81
Subnet Mask : 255,255,255.0

Configure Wan Interface (FORT #3 of UTM)

IF Address 6117211110
Subnet Mask ; 255.255,255.0
Gateway IP cB1.17.211.1

DHE Address

Save Cancel

After the configuration you put the SecuraNET EM appliance to your gateway
mode.

This finish the basic configuration of SecuraNET EM and you are now ready to
use the Appliance.



WHAT NEXT?

1. Access SecuraNET web admin console.

Browse to https://<IP address of SecuraNET EM> and log on using the default
username (admin) and password (firewall).

2. Now take the user guide of SecuraNET EM and configure the SecuraNET EM
as per the requirement.


https://%3Cip/

Service and Support

No Internet security solution is complete without systematic updates and security intelligence.
From the latest hacker techniques to the most recently discovered operating system bug, the
daily barrage of new threats poses a perpetual challenge to any network security solutions.

In addition, the Bulwark’s Technical Support team and Training department offer a wide variety of
methods to answer your questions and assist you with improving the security of your network.

As the frequency of new attacks and security advisories continues to surge, the task of ensuring
that your network is secure becomes an even greater challenge. The Bulwark System’s Rapid
Response Team, a dedicated group of network security experts, helps absorb this burden by
monitoring the Internet security landscape for you in order to identify new threats as they emerge.

Threat alerts and expert advice

After a new threat is identified, you'll receive a Security broadcast by way of an email message
from our Rapid Response Team that alerts you to the threat. Each alert includes a complete
description of the nature and severity of the threat, the risks it poses, and what steps you should
take to make sure your network remains continuously protected.

Easy software updates

Your subscription saves you time by providing the latest software to keep your SecuraNET EM
System up-to-date. You receive installation wizards and release notes with each software update
for easy installation. These ongoing updates ensure that your SecuraNET EM System remains
state-of-the-art, without you having to take time to track new releases.

Access to technical support and training

When you have questions about your SecuraNET EM system, you can quickly find answers using
our extensive online support resources, or by talking directly to one of our support
representatives. In addition, you can access SecuraNET courseware online to learn about
SecuraNET system

Assisted Support

Bulwark Systems offers a variety of technical support services for your SecuraNET EM products.
Several support programs, described throughout this section, are available through Bulwark’s
Technical Support. For summary of the current technical support services offered by Bulwarks
Systems, please refer to the Bulwark’s Web site at:

http://www.bulwarks.com
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